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Abstract The textual password based authentication method is still the mainstream for users to
authenticate their identities. To better study password security, researchers propose many data-driven
password guessing methods, such as probabilistic context-free grammars (PCFG) and Markov model-
based methods. These methods have unique advantages in guessing passwords, i.e., they can guess
specific types of passwords with a smaller number of guesses. To make full use of these advantages for
better guessing efficiency, we propose a general practical framework of parameterized hybrid guessing.
The framework consists of a model pruning method and an allocation strategy for guesses which is
theoretically proved optimal. It can mix the guess advantages of different data-driven methods to
generate more efficient guessing sets. To verify the generality and efficiency of the framework, we
analyze and mix the different advantages of existing data-driven guessing methods, then design
multiple parameterized hybrid guessing methods (collectively referred to as hyPassGu) composed of
multiple models based on the framework for guessing practice. We also evaluate these hybrid guessing
methods using four large-scale password datasets (more than 150 million passwords in total) leaked
from real websites. The experimental results show that hyPassGu constructed by different methods
surpass the guessing efficiency of the single method, and surpass the best efficiency of the single
method by 1.52% ~35.49% under 10" guesses. Finally, the comparative experimental results under
different guesses show that the performance of the optimal allocation strategy proposed in this paper is
stably better than the average allocation strategy and random allocation strategy. and has a relative
improvement of 16.87% on the password dataset with the largest dispersion. Moreover, the more

diversified hybrid method shows better guessing efficiency as a whole.

Key words password security; data-driven guessing; probabilistic context-free grammar; Markov

model; hybrid model
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Fig. 1 Framework of parameterized hybrid password guessing
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Fig. 2 Example of model pruning of data-driven

password guessing methods
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Fig. 3 Guessing efficiency of single method on different types of passwords under 10" guesses
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J5 T R IILTF- ¥ 08T HoAb I 5, Bk T 7 Rockyou %k
it 52 B TR R AT 5 M L 1 4 b R LG b T
3 By Markov.iX & Al & PCFGv4. 1 5] A T £ ] 5
VA | T SO SRR 5 2Ok B A0 b b
X3 A B S5 48, DT (8 A5 455 B AE R 0 2 28 )2 D) |

TRE R B A I, — 7 T R A I 22 T RERY 414
3 — 75 T R D — LN 00 B A 18 AR 2 ) DR 2 v A
A I 2 A ARG B0 3] Y B A A0 3R 0 3
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BEXF BT VB VRRIR AT T TR 2% 10 S A 5 R L B
K BT OB UL R IR AT S N B
A A R4S <37, p7 X BE 2R A R AH 1Y
A AL XA [R] 28 AT R 4 AT e R S ) Y
Ul 5 T A oy A XU 2 ol o PR Y 3 2 4 R
A G SR Y B0 R 0 O Ay o 3X R B AR BE 119 26
bR 2 AT LA A AT 5y 5 R0 A AT 5 2 A B A A R
25 [H].

SRR UL, A Y BE R A AL o, Markov £
AI(1~5 B \BackofD 7ERF AL 1 1 2854544 1 1 H
A7 E R B AL PCFGv4. 1 ZE2F T 2 28 &%
DL A0 B 14 T T 2R AL T Ay L A
HAMY LI N G 2 S HAGTR G5 T 5 2k i B4R 4t
TAEF]. W Markov-6.Semantic PCFG 1 LSTM N
WA F I B 5 A 5 IO e DRI O AE TR AR DU
FRIHIE IS E Z .

3.2 hyPassGu By B 5T 55

T BN T6] J7 25 0 4 DU 34 0, e B ok A A
BB BRI A A R B A B R A S IR T 2.1
T HIANLE, 2 308 L Markov 8886 fil PCFGv4. 1 5
UK 5] 455 2.1 5 AR B 48 BRI R0k

HEAE 3.1 97 B UL 33 M 45 21, Markov #5824
AR % 1 2R i 14, A “ password” 1% Fil
A /NG B G BAY 114 , D] I R 0 AT AR BT R
2 28 R A b A R 14 B 2R AR s PCFGva.
BRI 5 Z AR 5 3T BR 1 R AF M iy 14 1Y
A B AR

Markov #5841 £ B 5 25 MO | S0 5 45 I 48
SRR — 2 A ) A5 X BRIED 2 1y o 3] AT
HLARE S, 7E Markov B8 th ROR B R SCHY FA4F.
PL 1 B Markov A7 g 3], 114 “abe™ i) 25 B 42 hy
CSERER-“ER a”-“ab”-“be”-“c LK k7 ik WEL AT LA
K LTE 1 2R R 114 FT 6 I ) A i A

P RS 1 4510 2 2R DL B A
R A h B fETE 1 BER AR RS & 2R T
£ PR HUF5 22N Markov #5889 o] B 4, 1 2 26 5
PR R B2 s T LLBTBR 2 2R R DL 5474
IR T 4 19 A B A A S B 14 S B2k o i e BIR A 31
GRAEN AT 1 2RI Y 114 R 43 Markov
BRI GETH BRI A % ) 26 7 A 22 1) 1) 17 L
MR IE Markov BB REA: B 1 287474 i

2.

PCFG BRI A= i 77 i 5 Markov #5578 B% 47 A
Wl ERARE R 2 25 R OS850 — R4
A 1) LA P 25 S A9 28 491 R U 14 “abel 237 1 AR AR
BRAR h AL, D, 7 abeD, ”-“abel237-“ 4 1|7,
A WS AT LR B, 76 S IR 1°F 2] 114 25 4 1Y 3 R X
— 4, PCFG B3 32 11 4 25 K4 gl T LA 138 e 2
B A AL S LIS AT TR o B 1 247
P RGBT 4 JIF it 7 1 11 4 485 g, A 7R 1R A AR
2 JE R UL AR A O A A S PR A S R b T
PCFGv4.1 Y12k 5 2 1Y 11 4 25 48 S i 47 43 #r 25
B 7 H PR 1 R AT LAY A S5 A, IR X R
(4 14 S5 R A S A8 T 13— fb b B HL Ak 15, AR SC &
B T AU A CGESCFRE) D7 CBUF) VO CREIR AT
YT CEGY  RE) O R — 2RR A 4L
A 2E .
3.3 hyPassGu B E M 2 B

FEXT hyPassGu AR B A 5 . 2 18 2.2 45
P18 B DA 55 000 5 4 T 5, A Y B UE 3 (6D L IR IR
FES PR AEHE b o BUE A5 B0 DL 10 1 R B 07 4
DU, AR 5 4 T 2K (6) St FULA 52 B 14 475 0y 3.

% 1 JB/R T CSDN HdE4E L ryl& 45 8. PCFGvA.1
T5 A LR PE LA B R AL R = 0.99,
Markov J7 ¥ 0% fift 175 10 26 14 101 45 1) B 58 R B0 240
0.75 72 A7+ 3X WK B K HB 43 B4 s 45 4 1] 5 ih 6.

Table 1 Fitting Results of Zipf’s Law Based on CSDN
®1 BT CSDNHIEE zipf ERMMEER

W T5 Zipl 45 25 72 HE RE(RD) »
PCFGv4.1 lgy=4.653539—1.227910XIgx 0.985044 <1073
Markov-1 lgy=4.773878—1.175560 X Igx 0.796 625 <103
Markov-2 lg y=14.880280—1.254 109 XIgx 0.751652 <1073
Markov-3 lgy=4.793465—1.182219X1gx 0.746 041 <103
Markov-4 lgy=4.916158—1.306 722 X Igx 0.805097 <1073
Markov-5 lgy=4.782584—1.262160 XIgx 0.729 870 <10°®
Backoff lgy=4.854809—1.247217X1gx 0.678522 <1073
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UEAh . p (EAG I (0 25 S W T A 1 p<<107° , X R R
5 1 il 2 1Y 2R 850 RT AAR 4 Hb 26 7R B0 AL R TR
7€ CSDN %46 4 F L& 45 R 1 R AL o (AR B2
WL EPRTE 1.2 f1 1.3 4.4, A T Rockyou
B 4 1 LA 45 5 3T CSDN 0¥ 48 19 0L A& 45
R B o (B EPE 1.2 1.3 AT
BeZk B R SCHETEE T 1.2 R 1.3 A Sy S A I B4y
BLSREmE o B

4 KIW5ITA

FETH 3 R E R, A E i LRI
[FIAC & T 1Y hyPassGu M55 AL, DL 50 ik AE 42
() 38 FH A A S8 0 5 4 TC 5 s 1) A A0 . I A iR 4R
GE TR U E R /NN 1T 4 B 40 B B BORE B X 4 T R
W& (R 52 0] JF 18 1 IR A 5 i A 2R BOM A D RCR 1Y
AR
4.1 HIES

M 2 froR A CAEST I P i 17 4 S ESE
oA St 1 1) R KA 11 4 B4 4 - CSDNP™, Youku™*
Rockyout®, Neopetst . H:#1, CSDN il Youku f4
Bl St #8 A b SC i Rockyou l Neopets HY
Bs 4 88 A 9L SC L Ak, CSDN AT Rockyou %%
PaAEJE 2011 4E Z AT E2 11 . Youku A1 Neopets 5 ¥
EENMPIEIT 6 AF Mt 5% Y. 3 S8 K5 40 4R 7 DX Il 25 32 R it ]
PSR LR LR SR M L O AR SR g
FR RIS N BT Iz AR .

T RAT REARIEAS SC S 58 v Al A Kl 2 S
VP BN H 4 AR SO IR e i i E 5 B HE
AT A S AR AT AT B ASCIL 85 B9 114 i B
Mt 32 A 4 AR SO 4 A A i Tt
T 1.5 4228 12 KU,

Table 2 Basic Information of Password Datasets

®2 OSHEENERER

Bk RS WMERAES REESY i L EREEe
CSDN  Hi3¢ 2011 6425650 6378862
Youku — H13C 2016 47593747 47412795
Rockyou 33 2009 32603387 31108427
Neopets 3 2016 68743269 67672205

AR S T R BN SR 2 3 1R MLAR 4 R VI 2k
EFNIAAE I B Ry T M7 A Y A BLHT R A 81 A
FRE ST, MR b Bk TN R rp i Bt iy 0 2 )5
e 1A A%

4.2 HEEEHFHRBIEHIR

HRAE 3.1 M8 BB 458 AR H2 18 3.2 5 v
W) J7 B X Markov £ 5 (1 ~ 5 By, Backoff) #l
PCFGvA.1 X 7 ANMEREAT BY AL, IR T AR T 45 155 #Y
TE T AR S o AR N 11 A 14 Tl e R 4 T B R
(10 42 T i B DAk 45 3 n 3% 3 IR, 45 A5 AL A B AL
S A BRI O 4 1 0 R AR AT 2 AT
I [R5 BE 1 A R 52 T (0.24 % ~54.45 %) , By 3iF T 8
R 7 58 W U

Table 3 Relative Improvement of Guessing Advantages After Model Pruning Under 10" Guesses

x3 10"HNHTRBEIHEHHENALEHHETRA %

LGS Markov-1 Markov-2 Markov-3 Markov-4 Markov-5 Backoff PCFGv4.1
CSDN 7.56 7.17 9.66 8.28 3.21 12.20 0.75
Youku 15.20 21.56 18.53 17.62 15.38 3.58 0.53
Rockyou 12.35 13.16 9.30 4.75 0.59 54.45 1.41
Neopets 15.96 12.81 8.51 10.59 3.91 45.05 0.24

4.3 3T hyPassGu R L6

D S E

ARATIEHCT 6 X5 A7 7E A [R] 0 3 i A 3R A5 A, R
PCFGv4.1 Fl 6 i A JA] i) Markov #&7 (Backoff #
1~5 B Markov £ 8) R BT A7 J5 , PCFGv4. 1 #5
REAE L 2 28 R UL b A 45 F B H 4L 1 Markov #52
ALK HBEA R 1 R R A4 8 4 R T
A ARSI 5 5 1) 90 hyPassGu 7 CSDN % #i 42

FRORE ISR, B A 5k F B AY Min_auto Hi 48
et T R Y Sy 32 1 1 eb Xk Y 2 A B — T kL

2) JHH5R

WK 4 BF 8. .G hyPassGu F 55 I 35038 40 %
TP ERT T 15220 ~35.49 %0 Hop, t 4 2=
SR 2 AT TES BUIR & Z )5 R I sk
AR TF UK B AR SR AT B i BB A AR U
BG5S L TR Y U vk
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Fig. 4 Guessing efficiency of binary hyPassGu compared with that of other methods based on CSDN
Bl 4 3F CSDN $4 4 =0 hyPassGu 5 HAih 77 5 B9 15 M 3R

HARSK UL, 1 B Markov 78 5 0 A% 507 ¥4 A%
(114 [ RBIE T PCFGv4. 1, 1ff PCFGvA.1 75
W2 26 R VL b AR ) 4 RIS T 1 By
Markov , Rl It 9 25 19 DL 3545 5 i 0 000 2050 23 19 4 X 4
FHiE B T 35.49%; W X F 3 B Markov A1 4 By
Markov 1fii & » BTG W 2 28 K& DL b 5549 1Y
M4 LA PCFGv4. 1 £ AL 5, {05 PCFGv4. 1
FIZ AT 1 By Markov R UL /MR L, R ILAE
LS Rl V& S IUN PO AR R Y EPSE
T 3 By Markov Fll 4 By Markov ZEFE M 1 K F 4714
SR R LS f BT PCEGvAL T &5 4
AT DATE S50 8 A 3 1 3k B 0y, B3k ) 49.88 %6 I
49.92 Y% M A 3.

WA, 5 Z BRI ZE 5 0 BEAR B A Min_auto A
H . — 6 hyPassGu 5 & 78 55 I & 3R b 1Y 22 15 # l
TE5.2200 ~6.68 00 A T B — Iy ik M I ALK 5
Min_auto HJZFE, —JC hyPassGu ¥ Z W 4558 T
16.78%0~63.99 %.

4.4 =7JT hyPassGu RJIE {4 5256

D LHEACE

ARATEE 3 By Markov.4 B Markov fil PCFGv4.1
K& iT =0 hyPassGu. % 2 i B 58 75 5 4 B A0
FATEIA 1 B S ARy 5 AR E] 0.1 06 4k

B OXF 3K 28 11 A4 B 43 A B, IR pl 3 B Markow
R DN AL H A5 R A ) 8014 11 4 2% A5 A 18 45 T AT
55 HAK Ny 3 By Markov %5 A Hy 57 £ 44 B A4 FR
FRERTF S A8 B 1145 4 By Markov 4 A i £+
Y 14 s PCFGvA. 1 18I0 2 28 Je DL b5 4 44 g
4 A A4 A B B B R TP AL SCER 25 Sl 5 BT
7R » Hi Min_auto 14 A8 HIELAL R 3 Hir Markov,
4 By Markov 1 PCFGv4.1.

2) FHEL T B — 7 I 0 I ROR 4 T

WK 5 FroR fE 4 DR E P e g R,
=70 hyPassGu 7£ 10" 55 M T B 4 T %% 2 1 ik 5
— B W77 3 B e LA AR 4,550 ~11.58 00 AN [l
AR o —Jr ik RS A LS H#E CSDN
e b 3 Br Markov R ELERAL . 7 Youku £ii 4R
F 4 B Markov I & L. 7£ Rockyou $0 45 £ F,
3 B Markov Fl 4 By Markov 2 #8 & L, 1M 7F Neopets
BAE4E 1, PCFGvA.1 1 4 By Markov £ 3L Ak, ifi
M2 T A5G T A7 255 M AL #5407 =6 hyPassGu
T2 4 AEOIEAE 134 2 90 Hh AR AT B — 5 0 7 9 s
BRI AR E R T

AN FHEETF B — 7 R A R A%, = JT hyPassGu
5 Min_auto fFIRCR A 224606 T 22.54%~43.19%.
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Guessing efficiency of ternary hyPassGu compared with that of other methods

P 5 =JC hyPassGu 5 H A5 12 4 5 T &3 9 HE L

3) AN TR A W0 K 53 T R W ) LA

ARTATRI 4 B TS [R50 Y bl A 52 5ok
B UE 2.2 719 5 Hh A due 0 D 50 TEC SR Y B ARG A

WM 4 JrR 5 1 50 RSB 55 2 SIS 3
G 7s AR o BUE B S DA 00 B840 TE SR 19 =0T
hyPassGu B 2805, 565 4 51 7R S 1 53 T 3R m
CEMR & T ik v B A 5 B4 F A s D A — ) T iy =
JC hyPassGu FJFE MR 56 5 51 3R x 1000 4H BEHL
A BER IS T B = JC hyPassGu AY-F 2445 850 % L5 6
B & 7 75 SE B WA i At S 56 WP = I8 hyPassGu fg ik 3|
AR TERE. R T B =8 hyPassGu 1Y 52 bR i AL Pk
RE . 5 2 LR AE i A Rl RE G & R B9 MERE. DL 107
A B, 7 A PCFGv4.1.3 B Markov Al
4 By Markov 4% H A= J 10" 25 W0 114> L SR I 38 T 8
B 10" By BT W] BE 1) 2 G L S AR F BE A DU
ZHE N2 IS I E MR IAE R hyPassGu 1
AL PEBE.

MR 4 h AT LU N TR o {EDX6 55 I 503 10 52
Wi AR 7N AR U @ = 1.2 IS} 0 580 3R o8 4 B AR 4
B 9 B T 1) = JC hyPassGu 2 31t 4 T Bl ML 43 B 76
1% R #) =JC hyPassGu, 8 H T 7.60% ~17.05%. 1k
Ab F A A T S WS T A = JC hyPassGu W55 ] %% &
5 SR e ARk BE 9 22 (HAE 0.07 %0 ~0.42 % Z (1], 1M

SR BE SIS T B9 = JC hyPassGu B35 I &R 5 52
Prom e vERE R 22 (H 2 IR 22 (Y 3.6 ~8.7 ff5. Lik
22 (B R WY Fe A0 73 TC SR W 1) 7T i T 25 [R) AR A R, PR it
A LATA R AR SCH H AR 100 8073 I SR W o e G
Table 4 Guessing Efficiency of Ternary hyPassGu with

Different Allocation Strategies Under 10" Guesses

R4 10"FENE T AR 4 B K EE B = JT hyPassGu

&M B %
N AR A R
HfEE — T BEHL SRRk fE
a=1.2 a=1.3

CSDN 50.96 50.96 50.15 45.08 51.27
Youku 60.95 60.94 59.25 52.07 61.37
Rockyou 61.86 61.86 61.52 57.49 61.93
Neopets 61.29 61.23 58.98 53.90 61.59

4.5 EMBUNH I EREWIRTIZR

TR A IR LA FC R MG AE 101 I A5 AH AL
TP 53 BE RS T 1A B 0 A D &R A O H
7E CSDN #1 Rockyou ##i4E ), A M HF 55k
WO 2GS T R I AR /N R A e 4
BT BEIX 2 A PR 3R R A R A 0 K 43 T O e ) s
i HG e AR A B B AR BB A
AR A RN AT I 10° ~ 10" AR S A T 4K
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AR 5 55— O TS AR5 (& RRAE 1 114 o LT3
15 3] B FR fE 22 (standard deviation, SD)AE K 1241
T 4 1 HORE BE 1Y B = AR A
SLERAEIR MR 5 R 5 1 P RN BUEAE LA 2
G F TR £5 KE 45 th AR RRAE 114 5 LR34 1 B A
E2E GZAE Y RN S T B4 4 b A [R) 5 iR 14 23

A7 (R 25 TBORR BE A 8K, B 4R 1 2 Ar A AN 2415
55 3,6.9,12 B 3878 25 45 WA - 243 O 5w 1Y) A
MR L5 4,7,10, 13 B 38R 4555 AT S ff 40 i
RO P 5 D 50 R ORI 4.4 TSR e =1.2) 58 5,
8,11, 14 31 W] 7R e h 43 L 5 0 AH 28 T 1 18 43 e 5K
W 14 R T T

Table 5 Performance Improvement of Optimal Allocation Strategy Under Different Guesses when a =1.2

£S5 e=12HARBUB THRMASERMAERERFA

105 F§ 4T R/ 70

TOTO %% I A P AE/ Y0

1O %5 W & T M RE/ V0 10T FE BT PR g/ 0

T T
FHOORE ORI Rl RIE RS CFNM RE BRI EW R R

CSDN 0.18 19.13 19.91 4.08 50.15 50.96 1.62 66.18 66.25 0.11 70.35 70.42 0.10

Youku 0.26 23.15 24.23 4.67 59.25 60.95 2.87 78.03 78.58 0.70 83.41 83.61 0.24

Rockyou 0.15 28.82 29.03 0.73 61.52 61.80 0.46 77.06 77.39 0.43 83.79 83.95 0.19
Neopets 0.38 26.74 31.25 16.87 58.98 61.38 4.07 74.85 76.34 1.99 83.22 83.98 0.91
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Improvement of the best performance of ternary hyPassGu compared with that of binary hyPassGu
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